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1
Decision/action requested

This discussion paper is about the CT1 proposal to remove ngKSI from the CP Service Request message in 5G CIoT.
2
References

[1]
LS from 3GPP CT1 in C1-195199.

3
Rationale

SA3 has received and LS in [1] from 3GPP CT1. 
CT1 has discussed the proposal of removing the ngKSI included in the CONTROL PLANE SERVICE REQUEST (CPSR) message. The question to SA3 is as follows:
Q1: Is it possible that the AMF can use the received 5G-GUTI to retrieve the ngKSI and KAMF if the UE sends the CPSR message without the ngKSI?
3.1 General

A security context is allocated a key set identifier (ngKSI). This key identifier is included in all protected  NAS messages exchanged between the UE and the AMF. This have provided a robustness to the systems, as the UE and the AMF are able to identify the security context in use. The UE and AMF may store several security contexts. The UE and AMF can store a partial security context, a current security context, a non-current security context and a mapped security context simultaneously. Specifying the handling of the different security contexts in the UE and the AMF have been very complex due to handovers, mobility, multiple NAS connections etc. 
Using the 5G-GUTI to identify the security context implies that the UE and AMF needs to have the same understanding of which security context that it is the current one. If the integrity check of the Control Plane Service Request message fails in the AMF due to the UE and AMF are having different understanding of which security context is the current one, then the AMF have no other option then to trigger a new primary authentication which will cause a lot of signalling overhead, not only between the AMF and the UE, but also between the AMF and the home network.
Examples: 

1. Retransmissions in NAS layer due to bad coverage
If the UE initiates a Control Plane Service Request message due to sending UL small data, then if the AMF decides to run primary authentication procedure and NAS SMC procedure in order to establish a new 5G security context, then if the NAS Security Mode Command message is lost e.g. due to bad radio coverage or UE has lost coverage, then the AMF will not receive any NAS Security Mode Complete message from the UE. The AMF does not know whether the UE has received the NAS Security Mode Command message or not, and whether the UE has sent a NAS Security Mode Complete message to the AMF but this NAS Security Mode Complete message is lost. 
Then the UE comes back into coverage and retransmits the Control Plane Service Request message as the retransmission timer has expired in the UE. The AMF does not know whether the UE has taken the new 5G security context message into use or whether the UE is still using the previous 5G security context in order to integrity protect the Control Plane Service Request message. From the AMF perspective the new 5G security context has not been taking into use by the UE as the AMF never received a NAS Security Mode Complete message. The integrity check in the AMF will fail if the UE has protected the NAS Security Mode Complete message with the new 5G security context and the AMF have no other option then to trigger a new primary authentication and a new NAS SMC which will cause a lot of signalling overhead, not only between the AMF and the UE, but also between the AMF and the home network.
2. Multiple NAS connections

NB-IoT only supports 3GPP access in Rel-16, but not non-3GPP access. It’s unclear if NB-IoT will support non-3GPP access in the future.

Already in Rel-15, a Rel-15 UE could support two NAS connections with the same AMF simultaneously, one over 3GPP access and one over non-3GPP access. According to clause 6.4.2.2 in TS 33.501 Rel-15:

2)
Whenever the AMF sends a NAS SMC over access (access A) and AMF considers the UE to not be in CM-CONNECTED state on the other access (access B), the AMF shall additionally activate (if not already in use on the other access) the security context that is actived on the other accesses. Similarly, whenever the UE receives a NAS SMC over the access (access A) and UE is not in CM-CONNECTED state on the other access (access B), the UE additionally activates (if not already in use on the the other access) the security context  on  the other access.

As stated in bullet 2) above, if the AMF sends a NAS SMC over a first access (access a) and the AMF considers the UE to not be in CM-CONNECTED state over a second access (access B), the AMF shall additionally activate (if not already in use on the other access (access B)) the security context that is actived on the other accesses (access B). This implies that when the UE initiates an initial NAS message e.g. a NAS Service Request message in order to move from CM-IDLE to CM-CONNECTED state over the second access (access B) then the UE shall take the new security context into use when protecting the NAS Service Request message, which is already in use over the first access (access A). 
The AMF cannot know for 100% whether the UE considers itself to be in CM-IDLE or in CM-CONNECTED state. If the ngKSI is removed from the Control Plane Service Request message, then the AMF does not know whether the UE has taken the new security context into use or not. If the integrity check fails, then the AMF have no other option then to trigger a new primary authentication and a new NAS SMC which will cause a lot of signalling overhead, not only between the AMF and the UE, but also between the AMF and the home network.
4
Detailed proposal

As the ngKSI was included in the NAS protocols as it was seen as necessary for the UE and the AMF to be able to identify the security context in use, it’s very difficult to predict what will happen if the ngKSI is removed from the CPSR message.
As discussed above there are non-negligible effects of removing the ngKSI like more increased signalling as frequent primary authentications procedures and NAS Security Mode Command procedures. The NB-IoT system should be a reliable system, accessible virtually everywhere. Therefore SA3 should indicate to CT1 to not remove the ngKSI from the Control Plane Service Request message.
